Musings about the Eta Pairing Elliptic Curves
Base field Fq with g = p".

E elliptic curve E defined over Fy,.
e Point sets E(F¢s) are abelian groups.
_ o E(Fs)[¢] subgroup of points of order ¢.
Dublin, 15.06.2005 e Point at infinity o € E(IFg) is neutral element.

Endomorphism ring End(E).
o Ty Frobenius endomorphism (x,y) — (x9,y9).
o [m] multiplication-by-m endomorphism.
o Z[Ty] C End(E), | —tmy+q =0, |t| <2,/
e End(E) is a ring without zero divisors,
non-commutative < E supersingular.
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Overview Basic setting

We consider the following setting.
1. General reasons why the Eta pairing approach works.
Base field Iy with g = p".

2. A possible construction? o
Elliptic curve E over Fy

o with subgroup E(Fg)[¢] of large prime order ¢ #q.
« with embedding degree k, hence ¢|(gX — 1) and k minimal.

Then E(Fy)[¢] = F, x F, and W, C ]F;k.

The modified Tate pairing (-,-)¢ : E(Fg)[€] x E(Fg)[¢] — W is
non-degenerate.
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Basic setting

The Frobenius 1 has two eigenspaces in E(F)[/] for the
eigenvalues 1,q.

Let P,Q € E(Fy)[¢] with T4(P) = P and 14(Q) = qQ. Then
e E(Fg)[4 = (P) x (Q).
° <Pa P>€ = <Q3Q>/ = 1’ <Pa Q>/ 71
o P c E(Fy)[4].
oTr= cz!‘:‘olng with kc = 1 mod ¢ yields projection from (P) x (Q) onto
(P) with kernel (Q).

P is nicely represented, find better representation for Q!

Twists

Consider previous situation for I« as bottom and F as top field,
wnhd\k.Thmwwnaww—lzydydandy—hp:qﬂwf|fQ/eExF¢mna,
then yr/ “(W(Q) = W(Q).

Vice versa, assume that g € Q[1q] N End(E) holds and let { € yq of
order d. Let y be the corresponding automorphism of E. There exists

a twist E’ of E over FFa of degree d with L|JT['qk/dL|J_1 = yrl(k/d and
k/d

y =ga

Since 1% = 1 on (Q), we can choose y such that yrrﬁ/d =1on(Q).
Let Q' =y~1(Q). Then n&k/d(Q’) = Q' and hence Q' € E'(Fa)[(] = F..

This yields a better representation for Q.
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Twists

Let E’ be another elliptic curve defined over Fy,.
We call E’ a twist of E of degree d if there is an
isomorphism Y : E' — E defined over F, and d is minimal.

A twisting isomorphism  defines
e a vector space isomorphism E'(Fqa)[¢] — E(Fq)[4]-
e a ring isomorphism End(E’) — End(E), @+— Yoy
o carries the g¢-power Frobenius of E’ to that of E,

hence Yy~ = 1§,

It follows qJTl;qr1 = yig, for some automorphism y of E of order d
(corresponding to C € pq of order d).

Thus y 'Wm, = Tq, and y 1@ = Ty, * = 9 on E'(Fe)[4].

Eta pairing

The automorphism y operates
e on (Q) like multiplication by q=*/¢ mod ¢,
e on (P) like multiplication by g*/¢ mod ¢ (since yy = 1).

Let A = (t — 1)Y= g¥/? mod ¢. Then A% = 1 mod ¢ with d minimal.

Let fp € Fo(E) with (fnp) = n((P) — () — ((NP) — (=0)).
Can take (P,Q)xa 1= fu_1 p(W(Q)) @/ = f10 s(U(Q) /",

Then fap(W(Q) = Mo} HuapW@Q) " and fiypoy= frp,
since y(o) = o,
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Eta pairing

Thus
Bre(W(Q)) = Hyp(W@)) = fip(y (WQ)) = rp(y
= fp(W@))".

ik/d

(o)

Being the power of a non-degenerate pairing we see that

N :EFEQI x E'(Fga)l] — te, n(P.Q) = frp((Q)) 1/
defines a non-degenerate pairing.

Size of A is (k/(2d)) log,(q).

Applications

The BN curves.

e E :y>=x3+b over Fy with p =1 mod 6.
oE'FE, W:E' — E, Y(x,y) = A3, u¥?y) for A € Fp\(Fp)® and
W e Fp\(Fp)*
e @:E —E, @x,y) = ({ax,{2y), ord(¢) = 6, ¢ € Q1) NENd(E) = Z[{3].
ek=12,d=6.

Hence get Eta pairing of length log,(p).

Good twists can only be done when enough roots of unity.
Also seems to help with embedding degree.

Hence Q(ry) NENd(E) € {Z[i], Z[{3]}
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Applications

Supersingular elliptic curves in BGOS.

o E :y2=x%—x+b over Fam, gcd(m,6) = 1.
oE'=E,Y:E' —E, Y(x,y) = (p—x,iy) fori>= -1 and p3= p+b.

*@:E—E, @x,y) = (x—b,-y), ord(¢g) = 6, ¢ € Q(1g) NENnd(E) = Z[{3].
ek=6,d=6.

o E :y?+y=x3+x+b over Fom, m odd.
oE'=E,P:E'—E, Y(x,y) = (x+s?,y+sx+t) with s>=s+1 and t> =t +s.

*@:E—E, @x,y) = (x+1,y+x), ord(¢) =4, ¢ € Q(1g) N End(E) = Z[i].
ek=4,d=4.

Generalisation

Using isogenies rather than isomorphisms.
e Let Y: E' — E be an isogeny of small degree.
e Then @— Yol ® deg(P)~* yields an isomorphism
End(E") ® Q — End(E) ® Q.
e The Frobenius endomorphisms are mapped to each other, like
before.
¢ We obtain the existence of { € End(E) ® Q with I~y = .

e For { to correspond to an automorphism of E it seems one would
need the requirement Q(1y) NEnd(E) be maximal.

Better ‘twisting’ achievable? (= No.)
How create such @?
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General Eta pairing

Consider curve C of genus g with point co.

Replace point group by Jacobian Jac(C).
Jac(C)(IFgs) = abelian group of rational divisor classes of degree zero.

Embedding degree and Tate pairing arise analogously.

Have again Frobenius endomorphismus 1, with Tl%9+ --+q?=0.

Roots are pairwise conjugate complex numbers of absolute value q%2.
Z[1y] € End(Jac(C)).

We assume that the characteristic polynomial t?9+.--+q9 is
irreducible.

General Eta pairing

The automorphism y operates
e on (Q) like multiplication by q=*/¢ mod ¢,
e on (P) like multiplication by g*/¢ (since yy = 1).

Let A = g9 mod ¢. Then A% = 1 mod ¢ with d minimal.

It is possible to work with points P,Q,Q’ and the divisors
(P) — (00),(Q) — (0),(Q’) — (o) instead of general divisors P,Q,Q’ in the
the following, using tricks like denominator elimination.

Let fop € Fy(C) with (fnp) =n((P) — () — ((1P) — dn p(e)), where (nP)
and d, p(«0) denote effective divisors of minimal possible degree.

Have (fyi p) = N((P) — (=) = (Y(P)) — (=), (faap) = (fra_1p), and
f)\i+1‘p = f){\i7p f)\‘)\ip.
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General Eta pairing

We can choose P € Jac(C)(Fg)[l] and Q € Jac(C)(F)[!] with T(P) =P,
m(Q) =qQ and (P,Q), 7 1. (?)

Let y be a Fg-rational automorphism of order d |k of C with y(co) = co.
Twisting using y gives a twist C’ of degree d defined over Fqa and an

isomorphism Y : C' — C such that LlJTlak/dLIJ’l = ynﬁ/d.

Similar to above we obtain y~ 1y = quk/d.

We can choose y such that yn'a/d =1 on (Q). With Q' = ¢~ }Q) we have
T.a(Q) = Q', hence Q' € Jac(C)(F goa)[I]  Fr.

General Eta pairing

Can take (P,Q')xs 1 = fa_1 p(W(Q)) @/ = 10 p(U(Q)) /",
Then fAd,P(qJ(Q/)) = I—Iid;Ol f)\,)\ip(qJ(Q/))Adflii and f)\,ypoy: f)\P'

Thus
BLnp(W(Q) = fyp(W(Q)) = fuply (W@ = fip(u"
= (W),

ik/d

@)

Being the power of a non-degenerate pairing we see that

n : Jac(C)(Fq)[4] x Jac(C')(F yya)[] — Key N(P,Q) = frp(W(Q)) D/
defines a non-degenerate pairing.

Size of A is (k/d)log,(q), should be half that value.
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Constructions

Quick remark.

Take elliptic curve E over Fq with E(Fg)[(] = F,.
Take elliptic curve E' over Fq with E'(Fg)[(] = 0 and E'(F)[¢] 7 0.

Can one find a covering curve C where the torsion from E and E’ can
be non trivially paired via C?

Conditions on E and E’ weaker than MNT conditions.

(= Does not work! )
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Thank you for your attention!
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